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Changing Passwords on Cisco ISE Non-Admin Users via
API - (WSChains)

The Central Password Manager enables organizations to change passwords automatically on
remote machines and store the new passwords in the Enterprise Password Vault, with no
human intervention, according to the organizational policy. This plug-in supports the changing of
passwords for users on the Cisco ISE Non-Admin Users via API - (WSChains) using the REST
API

Prerequisite

This plugin runs on the Terminal Plugin Controller (TPC) engine. It can be found on the
Marketplace here.

Installation

You will receive the CiscolSEAPI plug-in zip archive from your CyberArk representative. The

following instructions show you how to install it.

Installing the Cisco ISE Non-Admin Users via API - (WSChains) Plug-in
1. Log in to the PVWA with an administrative account.
2. Go to Administration > Platform Management.
3. Click Import Platform. Upload the CiscolSEAPIPIugin.zip file.

Platform Management Last sign in: 3/6/2026 | '@' Administrator ~

== Filter | Search for target account platform |({§- Master policy | v} Marketplace Import platform o
e
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Platform Configuration

Please check that the following platform settings match your environment.

The settings can be modified by navigating to (PVWA Ul) - Administration - Platform
Management - CiscolSEAPI > ... 2> Edit

Platform Management astsignin: 362026 | (@ Administrator

== Filter [ Search for target account platfo policy | ) Import platform A

o = -
v y ange (dys) g Record and save sy
&%) 7 days 90 days Active 90 days
@B
&
@ Targets Dependents G
— 9 results
| Passu Audit
200 Platform Name Version
Vert ave Retention period
B3 ) windows (5)
& ) *NIX (2)
Imported Platfo_. (1)
Ciscol SEAPI 7 Day 90 Days @
PSM Secure Co_ (1)
Add exception
Manage PSM
connectars

Automatic Password Management - Additional Policy Settings - Parameters

CiscolSEAPI *
Search... Go
= [=] Target Account Platform A

# =] Ul & Workflows
= =] Automatic Paszword Management
=] General
=] Privileged Account Management
=] CPM Plug-in
= | Password Change
=] Password Verification
/=] Password Reconciliation
=| Motifications
4 [£] Generate Password
= [=] additional Palicy Settings
= =] Parameaters

4
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Parameter Name Description Value

UseSSL Setting this property to yes will  Yes
create a REST API request using
HTTPS and validate a proper
certificate is used.

Setting this property to no will
create a REST API request using
HTTP.

Setting this property to
ignoreuntrustedcertificates will
create a REST API request using
HTTPS but does not require a
valid certificate.

ChainsFilePath Configuration file of REST call  bin\CiscolSEAPIChains.xml
logic
Port The port used to connect to the 443

target device.

Debug Whether to create a debug log. No
Useful for troubleshooting.

Adding CiscolSEAPI Accounts
Adding Accounts through via the Password Vault Web Access (PVWA) Ul:

e Create a new CiscolSEAPI account or use an existing one.

e Specify the required account properties.

o Associate a reconcile account with the new password object (Required)

More Information

For information about managing platforms and password objects in the Password Vault Web:

Limit platforms to specific Safes

Manage platforms

General Notes
CiscolSEAPI plug-in supports the following:

e Password change (via reconciliation)
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e Password reconciliation (Requires associated reconcile account - default)
e Please Note: Password policies must be aligned between Cisco and CyberArk for the plug-

in to function correctly.

Clarification of plug-in purpose:

This Plug-in manages the users listed HERE (example):

Identity Services Engine

L. Identity Services Engine

P! Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings

Users
Lates
Result:

Network Access Users

! Conte bility
Oper:
| [
Status Username Description FirstName LastName Ema
4. Administration
0 @ Enabled wernal_use

All Work Centers

nteractive Help

This Plug-in DOES NOT manage the users listed here (example):

Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Bac

Administrators

R operat Ad
Admin Users
U Policy
Stat Name FirstName  Last
4. Administration
Setting B Enabled
Al Work Cent "
0 Dis:
Int Help BE Ad
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